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WHAT IS THE OWASPWHAT IS THE OWASP
TOP TEN?TOP TEN?



OPEN WEB APPLICATION SECURITYOPEN WEB APPLICATION SECURITY
PROJECT® (OWASP)PROJECT® (OWASP)

source: 

OWASP is not Drupal-specific. Let’s “get off the island”!

The Open Web Application Security
Project® (OWASP) is a nonprofit

foundation that works to improve the
security of software.

https://owasp.org/

https://owasp.org/


OWASP TOP TENOWASP TOP TEN

source: 

The list is updated every few years. The most recent
version is from 2021.

The OWASP Top 10 is a standard
awareness document for developers and
web application security. It represents a
broad consensus about the most critical

security risks to web applications.

https://owasp.org/www-project-top-ten/

https://owasp.org/www-project-top-ten/


WHAT IS DRUPAL?WHAT IS DRUPAL?



DRUPAL: A CONTENT MANAGEMENTDRUPAL: A CONTENT MANAGEMENT
SYSTEMSYSTEM

Drupal is a web-based content management system
(CMS):

Hacker:

Enter data in my forms. I will save it to
the database, then generate web pages.



DRUPAL: AN ACTIVE, INTERNATIONAL OSSDRUPAL: AN ACTIVE, INTERNATIONAL OSS
PROJECTPROJECT

source: 

The  is one of the
largest open source communities in the

world. We’re more than 1,000,000
passionate developers, designers,

trainers, strategists, coordinators, editors,
and sponsors working together.

Drupal community

https://www.drupal.org/about

https://www.drupal.org/community
https://www.drupal.org/about


DRUPAL: TAKE SECURITY SERIOUSLYDRUPAL: TAKE SECURITY SERIOUSLY

source: 

The security team is an all-volunteer
group of individuals who work to improve

the security of the Drupal project.
Members of the team come from

countries across 3 continents … The team
was formalized in 2005 with a mailing

list and has had 3 team leads in that time
period.

https://security.drupal.org/team-members

https://security.drupal.org/team-members


A01:2021-BROKENA01:2021-BROKEN
ACCESS CONTROLACCESS CONTROL



A02:2021-A02:2021-
CRYPTOGRAPHICCRYPTOGRAPHIC

FAILURESFAILURES



A03:2021-INJECTIONA03:2021-INJECTION



INJECTION: WHAT GOES WRONGINJECTION: WHAT GOES WRONG
User-supplied data is not validated, filtered, or
sanitized by the application.
Dynamic queries … are used directly in the
interpreter.
Hostile data is used within … search parameters to
extract additional, sensitive records.
Hostile data is directly used or concatenated. …

source: A03:2021 - Injection

https://owasp.org/Top10/A03_2021-Injection/


INJECTION: XKCD 327INJECTION: XKCD 327

 

source: https://xkcd.com/327/

https://xkcd.com/327/


INJECTION IN DRUPAL: SA-CORE-2014-005INJECTION IN DRUPAL: SA-CORE-2014-005
Drupal 7 includes a database abstraction API to ensure

that queries executed against the database are
sanitized to prevent SQL injection attacks.

A vulnerability in this API allows an attacker to send
specially crafted requests resulting in arbitrary SQL

execution. … this can lead to privilege escalation,
arbitrary PHP execution, or other attacks.

This … can be exploited by anonymous users.

source: SA-CORE-2014-005

https://www.drupal.org/forum/newsletters/security-advisories-for-drupal-core/2014-10-15/sa-core-2014-005-drupal-core-sql


INJECTION: MY RESPONSEINJECTION: MY RESPONSE

source: my e-mail to boss and site owner (paraphrase)

Because of the severity of the
vulnerability and the simplicity of the

update, we tested … and updated the site
today.



INJECTION: THE UPDATEINJECTION: THE UPDATE
VULNERABLE CODEVULNERABLE CODE

FIXED CODEFIXED CODE

(comment snipped from both)






      foreach ($data as $i => $value) {
        $new_keys[$key . '_' . $i] = $value;
      }






      foreach (array_values($data) as $i => $value) {
        $new_keys[$key . '_' . $i] = $value;
      }





INJECTION: THE NEXT STEPINJECTION: THE NEXT STEP

(line breaks added)














      // Update the query with the new placeholders.
      // preg_replace is necessary to ensure the replacement 
does not affect

      // placeholders that start with the same exact text. For 
example, if the

      // query contains the placeholders :foo and :foobar, and 
:foo has an

      // array of values, using str_replace would affect both 
placeholders,

      // but using the following preg_replace would only affect 
:foo because

      // it is followed by a non-word character.
      $query = preg_replace(
        '#' . $key . '\b#',
        implode(', ', array keys($new keys)),



A04:2021-INSECUREA04:2021-INSECURE
DESIGNDESIGN



A05:2021-SECURITYA05:2021-SECURITY
MISCONFIGURATIONMISCONFIGURATION



A06:2021-VULNERABLEA06:2021-VULNERABLE
AND OUTDATEDAND OUTDATED
COMPONENTSCOMPONENTS



THE BEST KEPT SECRET IN WEB SECURITYTHE BEST KEPT SECRET IN WEB SECURITY
The secret:

The most important thing is to do all the boring stuff
you already know.

It is a lot like …



CLICK BAIT?CLICK BAIT?
How to live a longer, healthier life!

It takes just 4 minutes a day!

Does that seem too good to be true?



BRUSH YOUR TEETH!BRUSH YOUR TEETH!
Two minutes, two times a day.
Best advice you will get today.
Also floss.
You really will live a longer, healthier life.



WEB SECURITY HYGIENEWEB SECURITY HYGIENE
Use good passwords. Have a policy.
Keep your software up to date.
Unless hosting is your core business, do not run
your own servers.



DRUPAL: KNOW THE SCHEDULEDRUPAL: KNOW THE SCHEDULE
Security release windows: Wednesdays 12-5 ET
Drupal core updates (patch versions): third
Wednesdays
Drupal core updates (minor versions): June and
December
Minor versions are supported for one year.



DRUPAL: KNOW THE CHANNELSDRUPAL: KNOW THE CHANNELS
Web: 
RSS: ,

,

Email:  (Edit > My
newsletters)
Slack: #security-questions channel in

Unofficial:  on Twitter (other?)

Security advisories
https://drupal.org/security/rss.xml

https://drupal.org/security/contrib/rss.xml
https://drupal.org/security/psa/rss.xml

https://www.drupal.org/user

Drupal Slack

@drupalsecurity

https://www.drupal.org/security
https://drupal.org/security/rss.xml
https://drupal.org/security/contrib/rss.xml
https://drupal.org/security/psa/rss.xml
https://www.drupal.org/user
https://www.drupal.org/community/contributor-guide/reference-information/talk/tools/slack
https://twitter.com/drupalsecurity


DRUPAL: KNOW THE DIFFERENCEDRUPAL: KNOW THE DIFFERENCE
Major version (Drupal 9 to Drupal 10): disruptive
Minor version (9.3 to 9.4): less disruptive, new
features
Patch version (9.3.6 to 9.3.7): should not be
disruptive, bug fixes
Security release (9.3.7 to 9.3.8): not disruptive
(best effort)



DRUPAL AND SYMFONYDRUPAL AND SYMFONY
Q: Why is Drupal 9 EOL scheduled for Nov. 2023?

A: Drupal 9 uses Symfony 4, which is EOL in Nov. 2023.



A07:2021-A07:2021-
IDENTIFICATION ANDIDENTIFICATION AND



AUTHENTICATIONAUTHENTICATION
FAILURESFAILURES



A08:2021-SOFTWAREA08:2021-SOFTWARE
AND DATA INTEGRITYAND DATA INTEGRITY

FAILURESFAILURES



A09:2021-SECURITYA09:2021-SECURITY
LOGGING ANDLOGGING AND

MONITORING FAILURESMONITORING FAILURES



A10:2021-SERVER-SIDEA10:2021-SERVER-SIDE
REQUEST FORGERYREQUEST FORGERY



CONCLUSIONCONCLUSION
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