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Generative AI
Text, imagery, audio, and synthetic data
Marketing content, books, videos, illustrations, voiceovers, articles,
customer service chats, music, Willy Wonka Experiences
 This technology has been around since the 1960s but has advanced
significantly with the introduction of generative adversarial networks
(GANs) in 2014.
  GANs enable generative AI to create authentic images, videos, and audio.
  Recent advancements in transformers and language models have played
a critical role in making generative AI more accessible.
  Transformers allow for larger models to be trained on vast amounts of text
data, resulting in more in-depth answers.
  Generative AI works by starting with a prompt, which can be in the form of
text, images, videos, or other inputs.
  Neural networks have transformed generative AI by learning the rules
from existing data sets, rather than relying on explicitly crafted rules.



Generative AI
The benefits of generative AI: automating content generation, reducing
effort in responding to emails, improving technical query responses,
creating realistic representations, summarizing complex information, 
simplifying content creation
The history of generative AI dates back to the 1960s with early
implementations like the Eliza chatbot.



Generative AI
Some proponents of AI believe that generative AI is a crucial step towards
general-purpose AI and possibly consciousness.
However, there is no consensus on when AI will gain consciousness.
Some predict it could happen by 2045, while others believe it could be
much further off, with AI potentially reaching the intelligence of a dog by
2048.





Popular AI Content Generators
ChatGPT, Jasper, AI-Writer, Lex for text generation
Dall-E 2, Midjourney, and Stable Diffusion for image generation
Amper, Dadabots, and MuseNet for music generation
CodeStarter, Codex, GitHub Copilot, and Tabnine for code generation
Descript, Listnr, and Podcast.ai for voice synthesis



Other Types of AI Content
Music
Social media videos
Books









Why is it important?
It’s annoying
DIsinformation, scams
Fake news
Provenance
Upholding ethical standards
Protecting intellectual property rights











Deepfake Laws

H.R.5586 - DEEPFAKES Accountability Act
 “Defending Each and Every Person from False Appearances by Keeping
Exploitation Subject to Accountability Act of 2023” or the “DEEPFAKES
Accountability Act”.
To protect national security against the threats posed by deepfake
technology and to provide legal recourse to victims of harmful
deepfakes.



Deepfake Laws

California: In 2020 the state passed a law allowing victims of deepfake
pornography to sue those who create and distribute sexually explicit
deepfake material if the victim did not consent to it.
Florida: In 2022 the state passed a law that prohibits the dissemination of
sexually explicit deepfake images without the victim’s consent.
Georgia: A 2020 state law banned the online dissemination of falsely
created pornographic images or videos.
Hawaii: In 2021 the state outlawed the intentional creation, disclosure, or
threat of disclosure of nonconsensual sexually explicit deepfake images or
videos. 
Illinois: The law allows anyone falsely depicted in sexually explicit images or
videos to sue the person who created the material. Victims can sue for
damages and, to maintain their privacy, can use a pseudonym in court.



Deepfake Laws

Minnesota: A 2023 state law made it illegal to create sexually explicit
deepfakes and to use deepfakes to influence an election. 
New York: In 2023 the state banned the distribution of pornographic images
made using artificial intelligence without the consent of the subject. 
Texas: In 2023 the state made it a Class A misdemeanor to create sexually
explicit, nonconsensual deepfake videos.
South Dakota: A 2022 law made it a Class 1 misdemeanor to create
deepfake pornography of an unwilling victim.
Virginia: The state law was passed in 2019, as part of an existing law relating
to revenge porn. The update adds "falsely created videographic or still
image." 



Detecting Deepfakes

Pay attention to the face.
Cheeks and forehead
Does the skin appear too smooth or too wrinkly? 
Is the age of the skin similar to the age of the hair and eyes?
Eyes and eyebrows - do shadows fall where you expect?
Glasses - Is there any glare or reflection? Does it move when the person
moves?
Facial hair or lack thereof - does it look real? Moles?

Blinking - do they blink enough? Too much?
Lip movements - do they look like they’re lip syncing?



Tools to Detect Deepfakes

FakeCatcher
Operation Minerva
Deepfake-O-Meter





“AI is a science, not an art—but catching it out is the

opposite.” 

- PC Mag



Detecting AI Images - People
Fingers - AI is getting better at this, but hands will still often have too many fingers. 
Hair - look especially at the edges of hair and where it intersects with other objects. 
Jewelry and accessories - check to see if jewelry and other accessories are
accurately placed. 
Too-perfect skin - even compared to very filtered photos, AI just doesn’t look right.
The lighting and smoothness isn’t realistic.
Teeth - too many, too white, too straight.
Mirrors - wrong reflection



Detecting AI Images
Vet it the way you would any other image
Backgrounds
“How the %^&* did they do that?” if it seems totally impossible, it is 
Misaligned architecture, oddly curved walls, or unrealistic lighting.
Sharp, overly rendered appearance
Garbled text
Illogical pieces of the image



Computers don’t know how to make things imperfect.



Detecting AI Text
Doesn’t flow naturally
Lots of big words
patterns, repetitions, or identical sentence structures
lack of coherence and natural transitions
may neglect grammar and punctuaton rules
very general information, no specifics



Tools for Detecting AI Images

https://www.aiornot.com/ 
https://copyleaks.com/ai-content-detector 
https://www.scribbr.com/ai-detector/ 
https://isitai.com/ai-image-detector/ 
https://contentatscale.ai/ai-image-detector/
Hive Moderation
Hugging Face AI Detector
GPTZero
Originality AI



























































AI Content in the News
Willy Wonka Event
Kate Middleton
Emma Watson
Marley’s Mutts
Taylor Swift selling cookware





How can we make AI content better?
AI Disclosure Act

To require generative artificial intelligence to disclose that their output has been
generated by artificial intelligence, and for other purposes.

White House Safety Accord



Blueprint for an AI Bill of Rights
developing safety and security standards for AI1.
safeguarding privacy2.
promoting equity and civil rights3.
advocating for consumer, patient, and student protection4.
supporting workers5.
fostering innovation and competition6.
advancing US leadership in AI technology7.
ensuring responsible and effective government use of AI8.



C2PA
The C2PA is a Joint Development Foundation project to collectively build an end-to-end
open technical standard to provide publishers, creators, and consumers with opt-in,
flexible ways to understand the authenticity and provenance of different types of media.
C2PA opposes efforts to make content provenance measures mandatory.



SynthID
Developed by Google
Watermarks audio tracks, undetectable by human ear even when audio is
compressed, sped up or down, or has extra noise added. 
Watermark images by embedding directly into the pixels, undetectable by human
eyes. 
Not foolproof against extreme manipulations.



Meta
Facebook and its CEO, Nick Clegg, have announced a new approach to identifying and
labeling AI-generated content on their platforms, including Facebook, Instagram, and
Threads.
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